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Utilizing the capabilities of citizen rights to deal with
crimes against national security in cyberspace
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National security and related crimes are an important part of the
concern of any political system, which has gained new dimensions
due to the expansion of cyber space. Security is the bedrock of any
society's growth, and people have always used all their material and
spiritual tools and resources to achieve it, and with this motive, they
have formed a government. The need for security is the most basic
human need after physical needs, and it is only by having security that
individual and collective growth and advancement can be realized. For
this reason, important concepts such as national security, citizens'
security, and security in political, social, cultural and economic
dimensions, etc., have cast a shadow on the literature of international
relations. National security is a multi-dimensional concept, complex
and has different elements and signs that every political system from
the point of view of ideology, constitution and attitude of political
leaders towards the people, the political systems in the world and the
international system, has a special perception of it has Several
definitions of national security have been presented, most of which
classical definitions refer to the absence of war and military threats
against a country or the protection of borders from physical threats.
This means that national security is achieved when a country can
maintain its basic values while avoiding war. But over time and with
the change in the ways of realizing security and the expansion and
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multiplication of threats, new definitions of national security have
been presented, which have paid more attention to the civilian aspects
and include environmental security, collective security, cyber security,
technological security, etc. have presented as new dimensions of
national security. This means that if a political system cannot establish
cyber security in a good way, it will raise many threats against that
country. In this case, defining national security in today's world is a
difficult task and requires consideration of time and place and
effective tools in providing security on the one hand and ways to
provide it in the current situation on the other hand.

In any case, every political system to ensure its national security
is faced with tools that can be both threatening and considered an
opportunity to promote and strengthen national security. One of these
important tools is virtual space. A tool that, with the help of the
Internet and communication media, has made cyber and virtual
security one of the basic concerns of political systems in the
contemporary era. This means that an important part of the threats and
opportunities related to national security comes out of cyber space. A
simple event in a country, which few people knew about before,
quickly spreads in different parts of the world and starts a wave of
threats against that country. Specifically, this procedure is also
applicable to the system of the Islamic Republic of Iran. Due to the
ethnic, religious, linguistic and social diversity of the Iranian society,
as well as the specific political procedure that governs the society,
there are many threats in cyberspace. Therefore, an important part of
these threats seek to create a crisis and threaten national security. This
means that by highlighting the existing problems and their permanent
plan in the virtual space, they double the social costs of a problem.

Considering the above, dealing with crimes against national
security becomes doubly important. However, according to the current
research, dealing with threats to national security does not always
require a criminal and judicial mechanism, but there are also social,
deterrent and citizen role-playing methods that can be used to reduce
crimes against national security. Or prevented them from happening.
One of these tools is capacity building of citizenship rights. Also,
citizenship rights, as one of the influential components in the society,
also affects the process of crimes against national security in
cyberspace, which is the focus of the present research. The question is,
what capacities do citizens' rights have to deal with crimes against
national security in cyberspace? In this article, the descriptive and
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analytical method is chosen as the research method and the data
collection tool is library.

Considering these cases and the importance of citizen's rights in
dealing with crimes against national security in cyber space, it should
be said that the findings of the research have shown that based on the
rights of citizens in the constitution and taking into account rights
such as freedom, security and the rule of law It is necessary to
consider special rights for ethnic and religious groups, to consider
legal and legal considerations such as smart filtering to prevent the
formation of a second (lawless) government in cyberspace, and also to
use the capacity of celebrities to deal with threats and crises. Internal
and external. In addition, the results of the research show that based
on the use of the capacities of citizens' rights to deal with crimes
against national security, we need to consider the three aspects of
governance, public and people, and pay attention to the role of
specific groups (political and socio-cultural). This means that it is
possible to use the capabilities of citizen rights such as security to
justify the effective role of the government in smart filtering, dealing
with crimes against national security and criminal content as a form of
governance. In the next stage, the role of citizens and their
participation can be used as a public resource. This means that if cyber
citizenship can be considered as an effort for the presence of citizens
in a new context, the responsibility of citizens in this field will also
undergo changes. Considering the legal participation of citizens in
dealing with cyber threats and crimes against national security,
"internet patrolling” is necessary to monitor anti-national security
activities that even violate principles 24 to 26 of the Constitution of
the Islamic Republic of Iran. The design of this solution is due to the
compatibility of the solution (cyber citizen internet browsing) with the
risks that occur in cyber and virtual space. In other words, threats also
require countermeasures of their own kind so that, in addition to the
participation of citizens, the dangers caused by crimes against national
security can be brought to the attention of legal and judicial authorities
as soon as possible.

But the other side of dealing with crimes against national security
from the perspective of citizen rights is to ward off potential threats in
areas that need more attention due to social and political
consequences, which have turned into concrete dangers today thanks
to the expansion of cyber space. Therefore, identifying ethnic groups,
making their demands and demands in the virtual space and using
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media capacities is an important measure to create a kind of national
cohesion and deal with threats against national interests and security.
It means that by linking national and ethnic identity through granting
special rights and respecting ethnic plurality and diversity through the
right to use the mother tongue for teaching or having a national media
to ward off threats against national security. Another measure is to use
the capacity and position of reference groups such as celebrities or
other reference groups so that they can connect the general public to
support the national identity in critical situations. In this way, it should
be said that all three aspects of governance measures, public and
considering the role of special groups in dealing with crimes against
national security are important and vital from the point of view of
citizen's rights. The composition.

Keywords: Citizen Rights, National Security, Virtual Space,
Narrative War.
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